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Job Specs

Job Name

Cyber Security SOC Manager
Location

Athens

Business Area

GR - CYBER & STRATEGIC RISK
Seniority

Manager and above

Business Function

RISK ADVISORY - DBS

What impact will you make?
Cyber Security SOC Manager

What Impact will you make?

#YourOpportunity

If you understand the very real dangers cyber threats pose and embrace the challenge of helping keep
people and networks safe, then Deloitte Cyber is the right place to develop your career. We offer a
wide range of opportunities to work with industry-leading clients and projects — and the technological
resources to help them tackle their biggest challenges.
A role with Deloitte Cyber, isn’t just a career. It’s a calling. To help make the world more trustworthy,
resilient, and secure. If you’re interested in joining a group of people who don’t just want to fix what’s
broken but want to build something better, apply for a role with Deloitte Cyber.
We are currently seeking Senior professionals with good analytical skills and a well-rounded
personality to become part of our dynamic Cyber team. You will build your knowledge and experience
working in a team of diverse and talented professionals who enjoy desighing and implementing
innovative cybersecurity and data protection strategies, for market leading clients in diverse industries
(e.g., Financial Services, Energy, Telecommunications Media & Technology, Life Sciences & Healthcare
etc.).
¢ You wantto be involved in the definition of new and cutting-edge solutions to address
cybersecurity challenges for the most relevant and prestigious clients across industry
verticals.
¢ You want to work with inspiring, ambitious, and supportive people with diverse geographical
and academic backgrounds and extensive skills.
e You are a cyber enthusiast and visionary and you think that it will shape our future.
e You get excitement in managing clients shifting priorities and accomplish tasks in
a challenging, fast-paced environment.
¢ You like to nurture people and share your knowledge with others.

Deloitte’s Cyber professionals help organizations focus on enterprise-level cyber risks through a
strategic approach. Our services help clients reimagine cyber risk to uncover strategic opportunities
aligned with their business priorities — to gain competitive advantage and become more trustworthy,
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resilient, and secure. We help clients conduct cyber assessments and benchmarking that set a
foundation for training and reporting across the organization. And we help them identify potential
insider threats and design programs to thwart it. Then we turn the lens toward helping clients
modernize their core and traditional/ cloud infrastructures with next-generation security controls that
help manage cyber risks and exposure.

You will thrive in a global environment, developing and managing innovative strategic initiatives for
customers and collaborating with colleagues belonging to different geographies and backgrounds.

#YourRole

¢ Manage cybersecurity activities within wider projects, identifying, evaluating, and designing
best-in-class security services from security operational, architectural, and engineering
perspectives, demonstrating operational excellence, vision, and strategic thinking.

o Responsible for service management of the team including overall use of resources and
initiation of corrective action where required for the SOC team.

e Responsible for the SOC team’s success in security incident monitoring, identification,
assessment, quantification, reporting, communication, and mitigation efforts.

e Participate in incident response (IR) efforts; detect, identify, respond, contain, and remediate
information security incidents.

e Provide tactical support as needed for major incidents impacting clients.

e Ensure compliance to Service Level Agreements (SLAs), process adherence and process
improvement to achieve operational objectives.

e Coordination and collaboration with Deloitte’s EMEA Cyber Security Centre to support service
delivery.

o Execute complex project activities, coach and support less experienced team members, and
coordinate part of the team while supporting your more senior colleagues in managing client
relations and expectations to achieve common goals aligned with business objectives.

o Manage own work against the project plan to ensure a superior client experience.

o Engage with internal and external stakeholders to strengthen business relations and create
business opportunities.

o Receive training and attain certifications in the use of cutting-edge cybersecurity products and
various cybersecurity topics.

#WinningRequirements

e Bachelor and/or Master’s degree in Information Technology, Computer Science, Cyber Security
or equivalent.

e 5-7years of experience in a SOC (leading) position (e.g., SOC Manager, SOC team leader,
Incident Respond leader, Security Architect, etc.), preferably in an MSSP or consulting
company.

¢ Working experience in security technologies such as: Security information and event
management (SIEM), IDS/IPS, Data Loss Prevention (DLP), Proxy, Web Application Firewall
(WAF), Endpoint detection and response (EDR), Anti-Virus, Sandboxing, network- and host-
based firewalls, Threat Intelligence, Penetration Testing, etc.

o Extensive knowledge of Advanced Persistent Threats (APT) tactics, techniques, and
procedures.

o Understanding of possible attack activities such as network probing/ scanning, DDOS,
malicious code activity, etc.



e Technical expertise in incident response planning, handling and management.

o Relevant professional certifications, such as CISSP, CISM, GIAC certification, and MS
Certification, will be considered a plus.

e Demonstrate leadership and communication skills.

¢ Proven ability to translate complex information sets into specific recommendations that can
be actioned by customers to enhance their security posture.

o Beanindependent and collaborative person who cooperates in one or more project teams to
deliver high-quality results.

e Possess interpersonal skills and the ability to develop effective and lasting relationships with
clients and colleagues.

e Fluent knowledge of the English language.

o Military obligations fulfilled where applicable.

#ChooseDeloitteif:

¢ You want to work with inspiring, ambitious, and supportive people with diverse geographical
and academic backgrounds and extensive skills.

e You get excitement in managing clients shifting priorities and accomplish tasks in a
challenging, fast-paced environment.

e You like to nurture people and share your knowledge with others.

#AboutDeloitte

Our services

Deloitte offers Global professional services that include Audit, Risk Advisory, Tax, Consulting and
Financial Advisory. Our approach combines insight and innovation from multiple disciplines with
global business and industry expertise to help our clients excel anywhere in the world.

We deliver outstanding impact on the reputation and success of our clients, in Greece and globally. In
pursuing this we contribute to a sustainable and prosperous society, and are firm believers in the
positive impact business can and should have on the world it operates within.

Our Purpose

Our purpose, “To make an impact that matters for our clients, our people and society “- defines who
we are and what we stand for. This is not about size, it's about being the first choice. The first choice for
the largest and most influential clients, and the first choice for the best talent.

Our values

At Deloitte we foster a collaborative culture where talented individuals can produce their best work.
We value innovative thinking, diverse insights and a genuinely distinctive level of customer service. We
value difference, with respect at the heart of our inclusive culture, and we support agile working
arrangements.

Our talent experience

From day one at our firm, practitioners are part of a community. Our development and career
progression framework will help them develop the skills and capabilities to succeed. The wellness of
our people and the ability to offer agile working arrangements is at the centre of our unique talent
experience. We create a workplace that encourages collaboration, creativity, inclusiveness to ensure
our staff are supported, encouraged, and feel a sense of purpose and meaning in what they do each
day.



Sounds like the sort of role for you? Apply now.
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